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 TXOne Stellar Series DATASHEET 

 

ALL TERRAIN OT ENDPOINT SECURITY  
Able to recognize and preserve thousands of critical OT applications 
TXOne Stellar Series offers a comprehensive OT solution for persistent security coverage, aiming to fulfill different industry 
requirements varying from electric power, oil and gas, manufacturing, pharmaceutical, semiconductor and retail cybersecurity. 
Throughout the asset life cycle, Stellar Series is dedicated to boosting the reliability and efficiency in the OT environment for great 
operational stability. 

 
Stellar Series consists of StellarProtect the unified agent and StellarOne the centralized management console. StellarProtect secures 
modernized assets by consolidating process monitoring and behavioral anomaly detection with a library of ICS application and 
certificate inventory. For fixed-use and legacy systems, StellarProtect locks them down so they can only perform tasks related to 
their specific roles. Moreover, StellarOne empowers security administrators smooth management and instant response from a single 
pane of glass. 

 
 

   KEY PRODUCT CAPABILITIES 

OT-NATIVE COMPLETE PROTECTION 
l Industrial-Grade Next-Generation Antivirus 

OT/ICS root of trust and advanced threat scan secure the OT/ICS assets 
with no interruption to operations 

l Operations Behavior Anomaly Detection 
Auto-learn the runtime behavior for being adaptive to dynamic and 
autonomous operations, and efficiently detect abnormal operations 
with least privilege control to prevent malware-free attacks 

l Operation Lockdown 
Lock down the operational integrity, reducing the chance of downtime 
and cost of resilience especially for the unpatchable systems 

l Trusted USB Device Control 
Provide protection against unauthorized access of USB devices 

l A single lightweight agent specifically optimizes for the OT/ICS 
environment to ensure high performance and minimal impact to the 
operations 

 

INDUSTRIAL APPLICATION AND CERTIFICATE REPOSITORY 

l Industry’s only database with OT context focus that can identify 
thousands of applications adopted in various OT environments to 
ensure undisturbed operations 

l OT Application Safeguard  
Intelligently locate and secure the operational integrity of the critical 
OT applications by preventing the un-authorized changes 
 

 

     KEY BENEFITS 
______________________________ 

ALL-IN-1 SINGLE AGENT  

One unified lightweight agent 
simplifies security by combining 
industrial-grade next-generation 
antivirus, operation lockdown, and 
OT anomaly detection 

______________________________ 

OT CONTEXT FOCUS  

Industrial application repository 
builds the operational baseline, 
detects operational anomalies, 
and enforces operational integrity 

______________________________ 

LONG-TERM PROTECTION ON 
LEGACY SYSTEMS 

All-terrain OT endpoint security 
ensures lifetime protection along 
the entire life cycle of asset 
systems 

ASSET LIFETIME SECURITY 
l Offer the long-term support while the modern 

assets become legacy 
l Compatible with legacy platforms and preserves 

critical systems with OT Zero Trust technology 



Trusted USB Device Control 

 
 

LICENSE EDITIONS 

 

SUPPORTED OPERATING SYSTEM 
TXOne StellarProtect Agent 
Windows Client 

 

2000 SP4 (32-bit), XP SP1 or later (32-bit), Vista (32-bit), 7, 8.x, 10, 11 

Windows Server 2000 SP4 (32-bit), 2003 SP1/SP2/R2 No-SP/SP2 (32-bit), 2008 SP1/SP2/R2 No-SP/SP1, 2012 No-SP/R2 No-SP, 2016, 2019, 2022 
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Best Endpoint Security      


